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Waypoint - A Path Oriented Delivery Mechanism for
IP based Contiol, Measurement, and Signaling Potocols

Status of this Memo

This document is an Internet-Draft and is in full conformance with allipro
sions of Section 10 of RFC2026.

Internet-Drafts are arking documents of the Internet EngineeriragK Force
(IETF), its areas, and itsasking groups.Note that other groups may also dis-
tribute working documents as Internet-Drafts.

Internet-Drafts are draft documentalid for a maximum of six months and
may be updated, replaced, or obsoleted by other documentg t@mhan Itis
inappropriate to use Internet- Drafts as reference material or to cite them other
than as “vork in progress.

The list of current Internet-Drafts can be accessed at
http://lwwwiietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Sha@o Directories can be accessed at
http://lwwwiietf.org/shadev.html.

Abstract

This document describes theaypoint path oriented detry mechanism.
Waypoint attempts to rationalize the pathknterception problem that has been
addressed by ddrent mechanisms such as router alert or RSVP protocol num-
ber 46 intercept.lt borrovs concepts from prior mechanisms, including the
hop by hop security model of RSVMaypoint stives to be complete, elimi-
nating the need to reimplement common functionality in the higher layers of
the signaling protocol stack.
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1. Introduction

There are a broad range of protocols currently defined, or undeopp®ment, for the
Internet Protocol that require that ability to perform path oriented operatiRals.ori-

ented operations require the ability to process control informatioregt ®uter or some
defined subset of the routers along the end to end patiised by a gien IP routing

path. For some path oriented operations the signaling is actually confined to a portion of
the end to end pathOn example is path oriented netwk management operations con-
fined to a preiders domain.Another &kample is the establishment of routing state within

a gven domain (e.g. trdfc engineered tunnels)n this document we use the term end to
end in this more general corte Endto end will refer to either the entire data path or a
well defined contiguous portion of the path.

We ewision that a number ofxesting protocols, RSVPRSVP-TE, and LDP could be
layered upon \Aypoint. These@rotocols, with end to end semantics and message relia-
bility, most closely occupthe transport layer of the OSI reference modaypoint, on

the other hand, is sandwiched serhere in murly boundary between the transport and
network layers. It is distinctly abee IP, and as such, isxpected to be implementedey

the full range of IP protocols, both unicast and multicast IPv4 and IPv6 at the present
time.

A major motvation for Waypoint is the belief that itxestance will enable the creation of
novel new path oriented control, signaling, and measurement protodedgicularly
appealing are the simple stateless measurement proto&olsxample wuld be an
enhanced path tracing protocol thahsnimplemented on top of &ypoint rather than
ICMP.

2. Current Shortcomings

There are a number of long term shortcomings to the current approacheseatfipaek
ception and the use of ICMP for measurement purpog&swill briefly highlight some
of these issues in this section.

The current implementation of RSVP-TE greut of an interest in reusing th&igting
RSVP protocol for MPLS tunneldn the end, it required only the addition of avfeew
message object types and some additional processing Arlesnexpected result is that

it seems to hae reused the RSVP protocol number as wéllis may hae keen deliber

ate in order to reuse thaisting intercept mechanisms that may be limited to only a sin-
gle protocol number on some router implementatidnshe longer term, it wuld seem
important for the clarity of implementations to separatiediht path oriented operations
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with distinct protocol and/or port numbers.

Both the router alert option and the RSVP protocol number 46 intercégt §am lim-
ited ability to control the interception procedsxperience has demonstrated interest in
the ability to tunnel a paek through a series of intermediate routers along a [&ithi-
larly, for realistic deplgment scenarios, some routers along a path will not implement a
newly deployed service and it is desired that the gddde forvarded through to the rie
router along the path capable of processing thegtad¢kouteralert and protocol 46 inter
cept requires IP encapsulation as the only method that will tunnedtpabkough a series
of routers without intermediate processingouter alert has another uamted perfor
mance penalty When a signaling paek is forwvarded through a router that does not
implement the path oriented service, it willdiix be processed in the gler forwarding
path due to thexéstance of an IP option in the patk Basically these current mecha-
nisms hae limited hop control and performance penaltieer other approaches.

There are manvariations of path oriented measurements that use ICMIPof these
approaches sf#r substantially either from a feature perspectr measured resultdt is

well known that ICMP processing on most routers is not represeatdtihe router per
formance, especially in the measured del@iynple stateless path oriented measurement
solutions using \Aypoint would eliminate may of these flaws. Measuremenpaclets
could be properly timestamped atfdient time in the reception, processing, and trans-
mission stages to more accurately represent the measured quantities of ifteeest.
information gleamed from an ICMP response is also quite limikgédest, one is able to
determine an IP address and some information about the type of rGlgarly more
novel services could be created if therasvan ability to perform path oriented operations
coupled with freedom to control the payload contents.

By definition, IPSEC pnades end to end securityath oriented operations are therefore
excluded from the use of IPSECIo prevent each protocol from uenting their avn
security solution, it is important that the Internet architecturgigeeoa comparable ser
vice to IPSEC for path oriented protocols.

3. Functional Description

The Waypoint protocol evisions a lage collection of well defined path oriented proto-
cols. T accommodate manservices, Vdypoint packts carry port fields in an identical
fashion to the use of port numbers in the UDP and TCP protoédsd.known services
will use globally assigned well kmm Waypoint port numbers.

Waypoint, using IPdelivers paclets along an end to end patlnlike aher IP transport
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protocols, it is not a strictly end to end protoc@aypoint paclets can be delered to
intermediate routers along the end to end path though the destination address of the
paclet is not that of the routefThis distinguishes ypoint from most transport proto-
cols and places the functionality somteere in the murk boundary between the 3rd and
4th layer of the OSI protocol model.

Since Waypoint is not strictly end to end, the common functionality of IPSEC cannot be
used with Vdypoint. Inthe place of IPSEC, ®ypoint defines itswn secure transport
functionality as a replacement servigggain, it is important that Aypoint preser the
existing IP functionality for the protocols which will be layered abd\aypoint.

4. Protocol Packet Definition

The Waypoint protocol header appears immediately valhg the IP protocol header
The IP protocol number for &ypoint is ??.The header contains source and destination
ports, a checksum field, and the length of theeypéint header The header length field
delineates additional #ypoint header options for the payloadlaypoint header object
are framed as type, lengthalue (TLV) objects. The only currently defined option is for
security

S o eas o eas o eas +
| Checksum | Header Length |
Fom e e Fom e e Fom e e Fom e e +
| Sour ce Port | Destination Port |
Fom oo Fom e Fom e Fom e +
| Fl ags | Time to Delivery (TTD) |
S S o eas o eas +
I I
/ Waypoi nt options (e.g. Integrity) /
I I
Fom oo Fom e Fom e Fom e +
I I
/ /
/ /
/ Payl oad /
/ /
/ /
I I
S S o eas o eas +
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5. Protocol Processing Rules

Waypoint paclets are fonarded along the end to end patwands the IP destination
address for both unicast and multicast addresSatike the typical IP data paek, it is
likely that a Vilypoint packt will be processed by an intermediate router that is part of
the end to end forarding path, bt is not the destination address of the paclHov is

this interception accomplished?

There are tw primary solutions that ha& keen implemented in the corteof the RSVP
protocol. Onesolution was to define a unique protocol number that is recognized by the
router Packets with this protocol number are not famded, it instead deliered to the
RSVP protcol processing engine on the roufen dternatve gproach has been defined
using IP options.A router alert IP option, when present in a macHags the paek for

local delvery within the routers protocol processing engine.

In Waypoint, we define a more general concept for glickerception markingsRather
than a simple flag, Wpoint adopts the notion of a "time to dety” (TTD) field. At
each forvarding routerthe TTD field is decremented, similar to the IP TTL fielWlhen

the TTD field is zero, the paekis intercepted by the routelt will be quite common to
use a TTD field of 1 for mansignaling protocols, bt the ability to skip wer a fixed
number of intermediate routers prdes the capability to "tunnel through" a sequence of
routers when necessary

One will notice that the TTD field is decremented in an identastibn to the IP TTL
field. Waypoint defines a flag that alle the TTL field to used as the TTD fiel@his
seems like a wseful option on manrouters. IProuters are already programmed to decre-
ment the IP TTL in theafst forvarding path and to send zero TTL peiskto the sk
path for an ICMP response to the sendéthe TTL is zero and the IP protocol number
is Waypoint, this will cause a local dedry of the packt instead of an ICMP response.
Alternatively, a outer can use the TTD field inafpoint, decrement the field (and update
the checksum) during foavding, and deker packets with a zero TTD to the local proto-
col processing engine.

The destination port number of theayyoint packt identifies the particular signaling ser
vice that will process a gen packet. If there is no service associated with destination
port number of a recesd packet, an ICMP response should be generated.

5.1. SecurityOptions Processing
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If a security option is present in the patkit is processed before the petls delvered

to the signaling serviceCurrently Waypoint defines a hop by hop patintegrity option
that pravides functionality similar to the IPSEC AH head@&ecause pa&ks are pro-
cessed at intermediate routers, tleg kxchange and sharing rules of IPSEC, which are
end to end, cannot be applied t@ypoint. W& instead adopt the hop by hop iy
solution deeloped for the RSVP protocol.

Waypoint, unlike RSVP, needs to address confidentigligg well as authenticationThe
RSVP intgrity solution will be enhanced to include confidentiality for thay@bint
design.

6. SimpleWaypoint Examples

The simplest control plane, path oriented, services are measurement rather than signaling
operations. Thiss expected since signaling protocols generallyehalditional compl&-

ity to handle all of the special cases due to errorawtst Alsosignaling protocols usu-

ally maintain state and the state maintenance can add caiypl&€he services men-
tioned in this section are all stateless.

There is a lage class of measurement services, all basically sirthiair trace out an end

to end path using arnxganding ring search with ICMPExamples include traceroute,
pathcharand mercator[2].All of these tools attempt to primle as much information that

can be gleaned with ICMP responses; IP addresses, operating systems types, and link
round trip times.

It is also well knavn that measurements based on ICMP responses e flaViary
router implementations assign avlgriority to the task of ICMP responsedleasured
round trip times can lva excessve celay and high ariability.

A traceroute serviceyailable on a well knan Waypoint port of gery router would be
an tremely useful service for the Interndt. could pravide a more robst service: a
complete list of all IP addresses along a path and accurate round trip deéagering
the limitation of ICMP functionality wuld allov a Waypoint based implementation to
timestamp the response and reply to accurately determine delay

A pathchar implementation, based omayoint, would include link capacity information

rather than relying on the tedious task of attempting to determine the capacity based on
very noisy measurement data.
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7. ComplexSignaling Protocols

There are a number of reasonably comggnaling protocols that are in use or being
proposed for use in the InternéRSVP signals for end to end QoS needs along a path.
RSVP-TE is used for the set up of frafengineered tunnelsAnother modifications of
RSVP is being proposed for optical switch path configuration.

At the heart of all of these protocols, there is a need teedebntrol paclets at gery, or
nearly eery router along the pathCurrent mechanisms, such as router alertyigeono
ability to separate out signaling pat& for diferent services.As an &ample, both
RSVP and RSVP-TE use IP protocol 46 router which support both RSVP and RSVP-
TE concurrently wuld hare 0 analyze the paait contents to separate out which pesk
are being used for which protocdh this contet, Waypoint, with a defined port space,
provides a cleaner alternedi to the router alert option.

Waypoint does not address all of the common functionality betwaepus signaling
protocols. Thismay include soft state managment, irdeds to routing, and message
reliability mechanisms.It is believed that this common functionalityet the transport
layer, may lend itself to aganization into a set of reusableilding blocks. Waypoint
only strives o provide common functionality at the intermediate layer betweenarktw
and transport.

8. Conclusion

Waypoint prorides an elementary dedr mechanism for both simple and compleath
oriented control, measurement, and signaling protodsldiffers from current mecha-
nisms, such as router alert, in a number of important afées, it does not require the
use of IP options, which may add additional processipgrse on some routerH. pro-
vides hop by hop securjtgnabling signaling paeks to hae smilar security features to

IP data packts which can use IPSEQInlike the family of RSVP protocols, it prades a
distinct port addresses for eachwngrotocol. Thetime to deler (TTD) field provides
increased delery control enabling protocols to "tunnel through" a series of routers along
a path.

It is believed that the implementation of &ypoint would be straightforard and of lav
overhead for most router implementationshe ability to use the TTL field as the TTD
field should mak& Waypoint more compatible withxisting IP forwarding implementa-
tions and only require simple modifications to the ICMP message generation path.
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