The In tel 80x86 Pro cessor Arc hitec ture: Pitfalls for Secure Systems Olin Sib ert Phillip A. orras Rob ert Lindell sibert@o xf ord .co porras@ ae ro. or lindell @ae ro .or Oxford Systems Inc. The Aerospace Corp oration The Aerospace Corp oration 30 Ingleside Road 2350 East El Segundo Blvd. 2350 East El Segundo Blvd. Lexington, MA 02173-252 El Segundo, CA 90245-4 691 El Segundo, CA 90245-46 91 Abstract in-depth analysis of the 80x86 pr essor fam- ilies identi�es ar chite ctur al pr op er ties that may have unexp cte d, and undesir able, esults in se cur om- puter systems. In addition, ep orte implementation err o rs in some pr essor versions ender them unde- sir a ble for se cur systems ause of otential se curity and eliabil ity pr oblems. In this ap er, we discuss the imb al anc in scrutiny for har dwar pr ote ction me cha- nisms elative to softwar e, and why this imb alanc is incr asi ngly di�cult to justify as har dwar omplexity incr ases. We il lustr ate this di�culty with examples of ar chite ctur al subtleties and ep or te implementation err o rs. In tro duction This pap er rep orts on the progress of an in-depth analysis pro ject co ering the 80x86 fami li es of pro- cessors. This includes the In tel 386, In tel 486, and In tel en tium pro cessors as ell as their compati- ble brethren dev elop ed AMD, Cyrix, NexGen, etc. The analysis is based en tirely on publicly ai la ble ma- terials and tests dev elop ed for the pro ject. This analysis is eing erformed under the aus- pices of the National Securit Agency’s rusted Pro d- uct Ev aluati on Program (TPEP). Because the pre- The ork rep orte in this pap er as erform ed The Aerospac Corp oration under con tr act to the National Secu- rit Agency as part of the rusted Pro duct Ev alua tio Program (con t rac F04701-93 -C-009 4). xford Systems participa ted in this study under con t rac to The Aerospace Corp oration. The 0x designatio in this pap er means, roughly 03 or etter." The family is not included ecause it has no securit mec han ism s. Although the includes some of the same securit mec h ani sms as later pro cessors, it is not included ecause its arc hit ect ure is signi can tly di eren and it is not eing used for new pro duct dev elop me t. te tel and en tiu are trademar ks of te Corp ora tion All other trademark are the prop ert of their resp ec tiv wners. onderance of pro ducts in or eing considered for TPEP ev aluati on use 80x86 pro cessors (particularly high-assurance pro ducts), the in ten is to pro vide comm on base of analysis that can used ev alua- tion teams for di eren pro ducts incorp orating these pro cessors. raditi onall computer securit ev aluations ha dev oted little atten tion to hardw are. Section ex- plores this approac of impli citly trusting system’s hardw are la er with minim al analysis, and wh the in- creasing complexit of mo dern micropro cessors ma es this practice un tenable. The initial stage of the analysis fo cused on asp ects of the arc hitecture that ma presen pitfalls for secure system designers. Although found no gross secu- rit ws \re uired the sp eci cation," iden ti ed sev eral features that, if not prop erly managed, in tro- duce previously unrep orted co ert hannels and other subtle problems. These results ere surprising; did not exp ect ell-de ned arc hitectural features to cause undesirable securit eha vior. In retrosp ec t, ho ev er, the ery complexit of the arc hitecture suggests that it as ound to include some unexp ected feature in- teractions. These problems are discussed in section 3. In addition, collected umerous rep orts of im- plemen tati on errors claimed to exist in some pro ces- sor ersions. These are summari ed in section 4. Al- though ere are of few widely-publici ed com- putational errors in some ersions (e.g., incorrect re- sults for -bit ul tipli cations), ere surprised to learn of so man distinct and aried rep orted imple- men tati on errors. Because some of these errors could in tro duce an exploitable securit in to secure sys- The term \hardw are" in this pap er refers oth to hard- are and rm a re, as they are inseparab le for mo dern micropr ce ssors. The recen publicit surroundi ng the oating oin divide problem in en tiu pro cessors came after the ork rep orte this pap er, but is certainly no the foremo st example of ell-pub lic ized (althoug not securit y-re lev an t pro cessor im- plemen t ati on w. tem, it is imp ortan that they not erlo ed during securit ev aluati on. Although the problems app ear to xed in subse uen ersions of eac pro cessor, it is not clear whether the dearth of rep orted ws in m ore mo dern pro cessors (e.g., In tel 486, en tium non-In tel implem en tatio ns) represe ts actual impro e- men in implem en tatio ns, the predictable lag et een pro duct in tro duction and problem rep orts, or simply lesser orts in ma ing suc informa tion ai labl e. The long-term goal of the analysis pro ject is the dev elopm en of test suite to exercise 80x86 securit features and searc for additional ws. Essen tially are erforming an arc hitecture study of the 80x86 protection mec hanism and enetration testing ef- fort. Sections and review related or and discuss our plans. round high-assurance secure computing system (suc as one in tended to satisfy the re uiremen ts of the rusted Computer System Ev aluation Criteria (TC- SEC) Ncsc8 at or ab e) ust able to enforce securit olicies correctly and reliably ev en while un- der hostile attac uture ersions of the system| dev elop ed in accordance with appropriate con gura- tion managem en pro cedures|m ust con tin ue to en- force those olicies reliably Moreo er, the protec- tion mec hanism that supp ort these prop erties ust carefully structured and ell-de ned for ev aluati on purp oses. These fundamen tal asp ects of secure sys- tems form the basis for design, dev elopmen t, criteria, and ev aluatio orldwide. In general, ho ev er, uc more ort is applied to assurance for system’s soft are comp onen ts than for hardw are comp onen ts. Designers and ev aluators tend to concen trate on the rusted Computing Base (TCB) soft are (e.g., the op erating system); hard- are is assumed to op erate securely if used correctly (this assumption is often impl icit; Gutt oin ts out the need to erify suc assumptions). An hardw are- related ort is primarily to ensure that soft a re ma es correct use of do cumen ted hardw are features. This im bal ance in the depth of hardw are ersus soft- are analysis has een satisfactory in the past, but is increasingly di cult to justify st st ar ar Although soft are ma receiv greater atten tion, hardw are comp onen ts are clearly critical to system’s securit Indeed (but for few sp eciali ed exceptions), all hardw are comp onen ts are part of system’s TCB, and the hardw are securit mec hanism are an in tegral part of the eference alidati on Mec hanism M). least, satisfact ory to the exten that most kno wn secu- rit exp osure in ol ws in soft ar rather than hardw are e er it is unclear that this situation results from an actual absen ce of hardw a re ws; other factors ma at ork. Generally the Cen tral Pro cessing nit (CP is most imp ortan t. This comp onen t, whic ma include distinct Memory Managemen nit (MM ), pro cessor, and or other functional units, is resp on- sible for isolating the TCB from un trusted sub jects, and sub jects from eac other. This ma in ol mec h- anisms suc as user sup ervisor state or rings, address space separation, segmen tation and segmen protec- tion, page protection, device or address protec- tion, etc. These mec hanism are fundamen tal to secu- rit enforcemen t|without them, the rest of the TCB could not main tai securit In addition, the CP is trusted to functionally correct; that is, to erform correct computations on ehalf of the TCB soft are. If the CP op erates in- correctly the TCB soft are ma fail unpredictably ev er, suc failures are less li ely to in tro duce an exploitable securit w, and more li ely to in tro duce computational errors that will cause non-TCB soft- are to noticeably malfunction. ther hardw are comp onen ts|m em ory dis s, tap es, other eripherals|are also trusted to function correctly in order for the TCB soft a re to op erate. Be- cause suc comp onen ts rarely con tain securit mec ha- nisms, their incorrect op eration is simil arly less li ely to in tro duce an exploitable and more li ely noticed. at ar ar Ass ra hat is the reason for the traditional fo cus on soft- are assurance in trusted systems There are sev eral. orem ost, erhaps, is that this traditional approac \app ears to or ." There are man ell-do cum en ted examples of securit ws due to soft are errors, but few for hardw are and Another reason is that, as dev elop ers and ev alua- tors, concen trate on what understand and can ect. ardw are is ypically presen ted as blac x, \giv en," on whic secure system ust built. This hardw are is often pro cured from third part with no incen tiv (or capabilit y) to pro vide an details ab out its implem en tation. In con trast with the mal- leable nature of soft a re, hardw are cannot mo di ed easily and often not at all. urthermore, mo difyi ng and assessing hardw are comp onen ts re uires di eren no wledge and ills than for soft are; these are rarely found together. Although comfort and famil iarit are di cult to justify scien ti cally third reason is on rmer ground: relativ complexit and reliabilit of soft a re ersus hardw are. In general, the visible in terface to sys- tem’s hardw are comp onen ts (suc as CP is uc simpler than the trusted soft are in terface. Because the in terface is simpler, it is easier to test thoroughly and giv en the sp eed of hardw are op erations, far more testing is ossible. ardw are design is more sys- tematic and disciplined pro cess than soft are design, ev er, data dep ende nci es in eriphe rals, or undo cu- men ted comman ds where lo w-lev el in terfa ce is ex- osed to un tru sted sub ects, can in tro d uce serious ws. con tributing to reliabilit and general correctness (al- though there is less fo cus on isolation of securit func- tions in hardw are than for secure soft are). ogether, these prop erties all con tribute to real distinction in the that hardw are assurance is pro vided. nfortunately simple in terfaces do not necessarily corresp ond to simple impl em en tati ons. In soft are, compl exit is considered prime breeding ground for ws; the same seems li ely for hardw are. w- ev er, lim ited visibilit in to hardw are implem en tations ma es it more di cult to judge hardw are complex- it urthermore, ecause hardw are comp onen ts are often designed with an incomplete (or absen t) under- standing of securit issues, the result ma orly mat hed to the needs of secure system. cr ss Ass ra The micropro cessor has hanged the trusted systems are built. In the 0’s, trusted systems ere ypically built en tirely one compan y: the same organi ation, although not necessarily the same eople, pro duced oth hardw are and soft are com- onen ts. Most hardw are implem en tations ere rela- tiv el simple|com pl ex hardw are as extremely costly to design and build. Securit y-relev an dep endencies et een hardw are and soft are comp onen ts could addressed within the con nes of single organi ation. Analysis of, do cumen tation for, or assurance ab out hardw are comp onen ts could pro vided within the organi ation as re uired. In the 80’s, this egan to hange: increasingly hardw are comp onen ts ecame commo dities, and or- gani ations that had previously built their wn pro- cessors and eripherals started to ac uire those com- onen ts from external sources er whic they had relativ ely little in uence. ortunately at least from an assurance ersp ec tiv e, trusted system dev elopmen lagged this trend, and con tin ued to rely either on pro- prietary hardw are or on relativ ely simple commo di hardw are. In the 0’s, ho ev er, simpli cit of hardw are com- onen ts is no longer giv en. Pro cessors in partic- ular ha ecome far more complex and less exp en- siv e, and trusted systems are migrati ng to those plat- form s. In particular, the arc hitectural securit fea- tures of the 80x86 pro cessors and the prev alence of the 80x86-based PC-compatible arc hitecture as dev elop- men and deliv ery platform has led man dev elop ers to target that en vironm en t. able sho ws all pro d- ucts ai labl in mid- that ha een ev aluated for TCSEC class or etter the NSA’s TPEP program those, all but TS- 00 is hosted on an 80x86 ar- hitecture; ho ev er, its follo w- on pro duct, TS-300, is claim ed to targeted for B3 ev aluation and runs only on 80x86 platform s. Additionally rusted Informa- tion Systems (TIS) claims its rusted Mac Seb pro ject is targeted for B3 ev aluatio and emplo ys the In tel 486 as its reference platform, and there are sev- eral pro ducts in dev elopmen that also dep end on these pro cessors including sev eral targeted for or elo w. Clearly the 80x86 is the pro cessor of hoice for trusted systems in the 0’s|and if ere to include the list of systems accredited for ulti -lev el op eration, this list ould expand signi can tly nfortunately this hardw are cannot safely dis- missed as \simple" or not in need of in-depth anal- ysis. relativ ely simple in terface can hide ast im- plemen tati on complexities|and the 80x86 in terface is far from simple. or example, the en tium con tains appro xim a tely 3. mil li on transistors In Its in- struction pro cessing and pip eline arc hitecture are ex- tremely complex. The opularit of these pro cessors also raises the concern that ecting one trusted system could easily ect others. ypicall soft are dev elop ers pro vide assurance using top-do wn, mo dular design, minim ing complex- it structuring the dev elopmen pro cess, and do cu- men ti ng the design and implem en ta tion. Simil arly ev aluators assess assurance examination of the im- plemen tati on and of the dev elopm en evidence and do cumen tation. These tec hni ues corresp ond directly to mo dern soft are engineering practice, and in olv informa tion that is readily understo oth dev el- op ers and ev aluators. nfortunately these tec hni ues do not apply ell to hardw are. The rst problem is that details of hard- are design, structure, do cumen tatio n, and so forth are generally not a ila ble to ev aluators|if indeed, they exist at all. Ev en in the mainf ram era, this in- formatio as di cult to obtain within the con nes of single organi ation. or mo dern micropro cessors, it is ectiv ely imp ossible|the pro cessor supplier is of- ten unrelated to the system dev elop er, and in an case considers the design details extremely proprietary Al- though in-depth accurate hardw are design do cumen- tation is more li ely to exist to da it is simply not ai labl in the con text of trusted system ev alua- tion. The second problem is that, ev en if hardw are de- sign do cumen tation ere ail abl e, it ould of lim- ited utilit to dev elop ers and ev aluators whose ills lie largely in the soft are orld. Although for simple pro cessors soft are-orien ted ev aluator ma able to erform an informal assessmen of hardw are secu- rit (see section ), it is impractical to gain the same degree of understanding as one ould for soft are. or the complex impl em en tati ons of to da y’s micropro ces- sors the situation is uc more di cult. orm al assurance metho ds represen another ap- proac h; this is discussed further in section .3. The other primary tec hni ue for gaining assurance is testing. ardw are comp onen ts supp ort testing et- Bo eing AN 80x86 ultipro cessor Gemini rusted Net or Pro cessor 80x86 PC or ultipro cessor SI TS- 00 B3 Bull DPS-6 (proprietary) erdix AN 80x86 custom oard TIS rusted enix 80x86 PC able ter than soft are, so this is relativ ely more ectiv e. esting, ho ev er, ust directed. It is comm on falla cy that the exp osure of system to \mill ions of users" ensures that it is secure. In fact, this tec hni ue is of limited alue, ev en for ensuring that system is reliable|user acceptance ma instead re ect toler- ance of failure, and is in an case relev an primaril to the most hea vily-used features of the system. The more subtle problem with exp osure testing for securit is that securit is the absenc of undesired eha vior. During normal system op eration, user is li e ly to notice when function do es not eha as ad- ertised, ecause application programs use those func- tions. ne is uc less li ely to notice that securit olicy has not een enforced. correctly op erating application program simply will not attempt op era- tions that the securit olicies ould prohibit|there can no meaningful dep endency on suc op erations. Th us, the exp osure of the 80x86 pro cessors to mill ions of PC users tells us little ab out the soundness of their securit mec hanism s. Not all PC users ev en use the protection mec ha- nisms (MS-D users do not). those who do, the ast ma jorit do not dep end on the mec hanism to enfor securit olicy that tin minori that do exp ect securit enforcemen t, few run hostile programs that ould attempt op erations that the hardw are se- curit mec hanism ould prev en t. Directed testing of the protection mec hani sm seems essen tial, regardless of the total si of the user base. hile directed testing is clearly necess ary it to ust con tend with problems suc as undo cumen ted features. pro cessor with undo cumen ted securit y- relev an features can undermine the TCB soft are’s est orts at olicy enforcemen t. Although it is rel- ativ ely easy to analy soft are to determine all the functions it can erform, without visibilit in to the imp lem en tatio n, this is ery di cult for hardw are comp onen t|and testing is not an ectiv substitute. The en tium pro cessor brings new asp ect to this problem it inco rp o rat es some function that are undo cum en ted These are describ ed in an \App endix to tP that is ail able only under strict non-disclo sure protection is claimed in t that these functio ns only pro vi de optimiza tio ns for certa in TC soft are op eratio ns, althoug without do cumen tation they cannot fully analyzed for arc hit ect ura pitfalls. rc it ctur it This section describ es sev eral pitfalls in using the 80x86 arc hitecture to build secure systems. These result from apparen design ersigh ts and or unex- ected in teractions among pro cessor features. In some cases, erformance optimi atio ns pro vide unexp ected en ues for informa tion w. The 80x86 arc hitecture includes man mec hanism for constructing secure systems: Multiple op erating mo des: Protected, irtual- 8086, eal, System Managemen Mo de (SMM) Segmen protection: Descriptors, Program and Segmen Privilege ev els (P ), Access Mo des Sp ecial segmen ts: Gates, etc. Multitas ing: as State Segmen ts (TSSs), as Switc hing aging: Address Space Managemen t, er-page Protection protection: Instructions, ermission Bitmap Miscellaneous: Con trol lags, Debug egisters, CP Iden ti cation, etc. The details of these mec hanism can found in In t386 In t486 In tP The pitfalls discussed here apply only to features (suc as the unprivileged instruction set) that are di- rectly visible to unprivileged programs, or that TCB migh virtuali to ma indirectly ai labl (suc as the debugging registers). eatures that ould neces- sarily used solely the TCB (suc as page tables) are not addressed, since those resources ust en- tirely in the TCB’s con trol. Some pitfalls represe co ert hannels: they er- mit one sub ject (pro cess) to erform an op eration that is detectable another sub ject, in that could violate system’s rules for informa tion w. These are particularly in teresting ecause some ere disco ered during the course of high assurance TPEP ev alua- tion, and ma applicable to other pro ducts. ortu- nately coun termeasures ere found to close the ws. They ere not previously detected ecause the rel- ev an pro cessor features ere not represen ted in the system sp eci cations. The others are simply features whose rules for safe use are more subtle than migh exp ected from an initial study of the arc hitecture. at The 80x86 pro cessors ha logically distinct loating oin nit with its wn register set and con text. Because not all programs need or use the it ould ine cien to sa and restore the con ten ts at ev ery tas switc h. Therefore, there is mec hanism to help mini m sa es and restores: the as Switc hed (TS) ag. The TS ag or as follo ws: whenev er pro- gram executes instruction, if the TS ag is set, hardw are-detected exception ccurs, in i ng the TCB. The TCB then has an opp ortunit to see whether the curren pro cess is the one that as last using the If so, it clears the TS ag and restarts the instruction imm edia tely If not, it ust sa the con text, re-load the from the curren pro- cess’s con text, then clear the TS ag and restart the instruction. The TS ag is set automati cally the hardw are whenev er tas switc (i.e., loading the pro cessor state for some pro cess) ccurs. This ould ne except that the TS ag is vis- ible outside the TCB. Although it is lo cated in re- stricted con trol register, an unprivileged instruction (Store Mac hine Status ord, ma es the TS ag visible. The follo wing scenario illustrates ho the TS ag could used as signaling mec hanism and ap- plies to all 80x86 pro cessors (as ell as the 80 86). igure illustrates one example signaling scenario that could transmit binary signal (other more cien forms of this exist as ell). The scenario assumes that the sender and receiv er share sin- gle pro cessor, with no other pro cesses activ on the pro cessor. It is also assumed that mec hanism exists allo wing to sleep for sp eci ed erio of time, and preempt when this erio is completed. egins the cycle executing instruc- tion, clearing the TS ag. en ters lo op for iterations. During this e- rio d, no sw apping ccurs and the TS ag remains clear. on completion of the lo op, olls the TS ag using and determines that no preemption ccurred. clear TS ag indicates the sender has transmitted \0". egins the cycle re uesting an in terrupt to en it clo tic from no w. is calculated suc that the sender will ened during ’s -N) lo op iteration. then executes instruction, clearing the TS ag. en ters lo op for iterations. -N) iterations in to ’s lo op, the in terrupt c- curs, causing to ened. on exc hanging for the tas switc sets the TS ag. imm ediately sleeps, allo wing to sw ap bac in. this oin t, is una are that it had een pre-empted. on completing the lo op, olls the TS ag. set TS ag indicates the sender has transmitted ". Although TCB-pro vided timer facilit is assumed for the example, this is not necessary asp ect of the hannel. or instance, in ul tipro cessor system, the real sender S, running on pro cessor A, could simply send in terrupts or IPC messages to its pro xy that is sharing pro cessor with causing to up (and th us tas switc h) or not. ne di cult in attempting to detect this with orm al op- ev el Sp eci cation S) and or co de analysis is that the setting of the TS ag ccurs in ter- nally to the pro cessor. This state hange is th us often omitted from analysis as an implem en ta tion detail| whic has indeed een observ ed in one case. In terestingly eginning with the i386, In tel mo ed the TS ag in to the privileged register (it had previously een lo cated in the 80 86 Mac hine Sta- tus ord, whic as remo ed in the i386). In tel recommends against further use of the instruc- tion, and instead recommends use of the privileged instruction. nfortunately compatibil it with old (80 86-based) programs re uires that and th us the al ue of the TS ag, remain ai labl to unprivi- leged programs. The previous scenario illustrates an informa tion based on visibilit of the TS ag with w- ev er, ev en if the TS ag ere not visible, its state could oten tially sensed the duration of instruction. If the TS ag is set, an exception will ccur and handled the TCB efore the instruction completes. This is li ely to ta consider- ably longer than if the TS ag ere clear. This dela can observ ed as greater execution time for the instruction. Additionally the In tel sc heme for handling um eric exception errors is to handle the error in the con text of the next instruction, regardless of whic pro cess executes the next instruction. Th us if pro cess er- forms an erroneous instruction and imm ediately igure sw aps out, pro cess can sense this erforming instruction and observing the dela from the con text sw ap, plus the dela from handling the um eric exception. undam en tall these ws are caused the con text-sa v ing optimi ation itself, not visibilit of the TS ag. Th us, full remedy re uires ma ing the TS ag’s ects, as ell as its alue, in visible to un- privileged programs. Acc ss The \accessed bit in segmen descriptor is visi- ble through the oad Access igh ts instruction. This bit is set whenev er the segmen t’s con ten ts are accessed, and is reset only TCB soft are. If pro cesse share access to segmen descrip- tor (for instance, read-only data segmen in the Global Descriptor able (GDT)), sending pro cess can read from the segmen and in doing so, signal to receiving pro cess that is aiting for the accessed bit to hange. In practice, this is unli ely to serious problem ecause the bit, once set, could reset only TCB soft are, and ecause the um er of ossible GDT en tries is xed. ev er, it is clearly w: an op eration (p erformed the sender) whose seman- tics clearly imply \read" actually erforms \write," and the result of that \write" is visible to the receiv er without restriction. simple coun termeasure is to ensure that the \ac- cessed" bit of eac descriptor is set when the descrip- tor is created. This, ho ev er, ould ectiv ely disable the feature, and render it una ai la ble to the TCB for use in segmen managem en t. ttr simil ar situation to the segmen t-accessed bit ex- ists for other segmen attributes. There is an \a ail able for soft a re" bit that is also visible with as ell as \presen t" bit; the TCB’s use of those bits ust designed to o id ossible ws. Another attribute (segmen limit) is also visible through an in- struction oad Segmen imit, ), and could used to determine whether segmen had een ex- tended reference ey ond its earlier lim it. third oten tial problem comes from access righ ts them- selv es, visible oth with and the access-c hec ing instructions ify ead and ify rite ): if system uses access righ ts to implem en de- mand segmen tation, program can determine whether segmen is actually writable. This could yield dif- feren results when hec ing writabilit than when at- tempting write, as the latter ould made to or the system’s fault handler. As with segmen t-accessed, none of these app ear to presen great ris and they seem unli ely to ex- ploitable in real systems. ev er, they are examples of design that is problematic for securit in that it ma es visible real attributes that should virtual- able TCB. Because the applicable instructions are ail able without restriction (except for the tar- get segmen t’s ), the TCB has no ectiv means of con trolling their use, and ust instead designed to elimi nate their oten tial misuse. The ect of these instructions is subtle: although it is clear that the age Directory abl and GDT themselv es ust protected, it is not as ob vious that the parts of descriptors that can read (but not mo d- ed) through these instructions can presen securit problem. Acc ss The attribute-visibilit pitfalls app ear only at the segmen lev el: there are no corresp onding op erations for in terrogating page attributes, so page managem en can truly in visible outside the TCB. nfortunately this means that, based on segmen attributes, the access-c hec ing instructions and can rep ort that an address is readable (or writable) when it actually is not. TCB that relies on page-lev el protection to enforce access con trol cannot use and to alida te parameter addresses| ev en though segmen ma accessible, pages ma individual ly protected. These instructions ere pro vi ded to help dev elop ers oi access problems caused in ali parameter addresses. nfortunately they are unreliable for systems using page-lev el protec- tion, ecause they could lead the TCB to conclude, incorrectly (and insecurely), that its caller has appro- priate access to protected page. st Sev eral in ternal registers (those designating the lo cal, global and in terrupt descriptor tables; DT, GDT, and IDT resp ectiv ely) are visible with unpriv- ileged instructions. program can issue the (Store DT instruction to determine the curren lo- cation of its DT. If DTs are ev er mo ed or reas- signed, erhaps in resp onse to con ten tion caused other sub jects, ma es suc hanges visible, th us creating oten tial information w. Because the GDT and IDT are system-wide tables, their lo cations are less li ely to useful for co ert hannels. segmen attributes, the DT represe ts in- form atio that should virtuali able the TCB| or sim ply not accessible at all. Because the in- struction is unprivileged, the TCB ust designed to preclude use of the DT as co ert hannel. st Because the Debug egisters (D s) pro vide w- erful facilit for program debugging, general-purp ose system ma ma them visible to unprivileged sub- jects. The are accessible only at 0, so they ust virtuali ed and ept as part of pro cess’s con text. ev er, this is not su cien protection: the values set in ust also alidated the TCB to elim i nate the oten tial for in terference with TCB op eration. The brea oin addresses are linear addresses, and so ust calculated the TCB relativ to the pro- cess’s segmen ts. The con trol alues ust alidated to oid in tro ducing unde ned alues in to the s, or system that relies on paging and page protecti on for all its separation and pro v ide sub ect with one co de and one data segmen co er ing the en tire linear address space, the break- oin address need not translate ho ev er, it still ust alid a ted to ensure that it do es not ermit breakp oin ts to set for TC addresses setting alues in unde ned elds. In practice, this should not di cult. ta The en tium pro cessors supp ort time stamp coun ter (TSC) register that pro vides coun of ma- hine cycles since the pro cessor as reset. This al- lo ws extremely high-resolution timing of program ac- tivit and is useful for erformance measuremen and real-time programs. Although this is not fully do cu- men ted in non-proprietary parts of In tP that man- ual con tains su cien hin ts to determine ho to un- derstand the feature and ma it a il able. In addi- tion, anG pro vides more detailed description. igh-resolution timing, ho ev er, is also the ey to cien exploitation of co ert timing hannels ortunately the en tium has con trol ag that ma es the ead TSC instruction privileged; ma ing privileged, TCB can virtuali the TSC to reduce its ectiv eness for co ert hannels. As with an high-resolution clo the TSC ust either vir- tuali ed or elimi nated en tirely to reduce the co ert hannel threat. rs The en tium has set of Mo del-Sp eci egisters (MS s), most of whic are unde ned in In tP They are, ho ev er, de ned to accessible only at 0, reserving them to the TCB. ecen tly descriptions of some of these registers ha een published Math based on analysis of an In tel-dev elop ed erformance monitoring pac age. These MS coun in ternal pro cessor ev en ts, suc as cac he misses, pip eline activit etc., and can used for haracteri ing program erformance. Although they are not directly accessible outside 0, TCB could (b ecause they are useful to appli- cation programm ers) pro vide virtual access to these MS s. As with the TSC, ho ev er, this re uires care to reduce the threat from co ert hannels. nli the TSC, whic measures an external clo some erfor- mance MS can measure ects of other concurren activities (e.g., cac he sno ops another pro cessor) or of previous activities (e.g., cac he hits and misses due to cac he activit previous sub ject). Earlier or ra has sho wn ho to exploit suc mec ha- nisms based on measuremen against time reference, but MS pro vide direct indication. ac As men tioned in the preceding scenario, cac hes presen oten tial for co ert timing hannels. Ev en without MS for direct measuremen ts of cac he ac- tivit cac he hits and misses can detected strictly from instruction timing, as describ ed in ra elimi nate these ws, cac hes ust managed. This can reduce their ciency considerably dep ending on cac he arc hitecture, as it in tro duces otherwise unnec- essary cac he ush and in a lida tion activit The In tel 486 and later pro cessors include cac hes for data and instructions, as do some of the non-In tel 80386-f am i ly pro cessors In addition, all 80x86 pro ces- sors ha ranslati on aside Bu er (T B) that, although smaller than the data cac hes, has oten tial for use as co ert timing hannel. Most 80x86 computational instructions are de ned explicitly to return \unde ned" al ues for arithmetic ags, presumably to aid implem en tatio optimi a- tions. Although it seems extremely li ely that the actual alues of the ags are deriv ed deterministically from legitim ately accessible informa tion, the arc hi- tecture do es not re uire it, and it is conceiv able that they migh represe the results of some pro cessor ac- tivit erformed previous sub ject and th us usable as co ert storage hannel. few unprivileged instructions (for example, return alues in whic some bits are explicitly unde- ned. Again, it seems extremely li ely that those bits are deriv ed from legitima tely accessible inform ation, but that is not re uired the sp eci cation. ort ti on rror The 80x86 pro cessors, particularly the early er- sions of the In tel 386 and In tel 486, ha had his- tory of implem en tatio errors rep orted in the com- puter trade press. ne suc widely rep orted error in o l ed incorrect results from -bit ulti pli cation with certain op erand alues in some In tel 386 \B step" pro cessors; In tel actually underto additional testing and, un til the problem as xed, pro vided sp ecially-m ar ed ersions of these pro cessors in whic the error did not ccur. An ev en more widely rep orted pro cessor error, the en tium w, led to the re- placemen of fault pro cessors and ma lead to signif- ican hanges in ho suc errors are handled in the future. All of these widely-rep orted ws seemed to in o lv errors that, while they migh cause an application pro- gram or ossibly TCB op eration to op erate incor- rectly did not app ear to translate in to exploitable securit ws. more in-depth searc for rep orted ws, ho ev er, turned up some that clearly did in- olv the securit arc hitecture, as ell as um erous others that did not. These rep orts also suggest sev eral general prop er- ties of ws: It ta es while for any rep orts to ecome public. This app ears at least partly due to the understandable reluctance of system and pro- cessor man ufacturers to announce ws in their There is parallel here to arg74 in whic an undo cu men t ed instructi on as disco ered on the E- that accessed an in tern al pro cessor register of no apparen signi ca nce pro ducts. ccasional user rep orts of applica- tion malf unctions are not of uc in terest to the trade press, and in an case it ma ta consid- erable engineering ort to determine that mal- function is caused hardw are w. la rep orts (and, presumably ws) are uc more comm on for early ersions of the pro cessors. viously: man ufacturers are strongly motiv a ted to these problems while their ect on users is limi ted. ften, rep orts are not ail able un til long after the ws ha een xed. 3. la rep orts concen trate on pro cessor functions that are hea vily used in comm on application en vi- ronmen ts, but are not limi ted to those functions. Again, this is no surprise: if pro cessor feature is not used, it is unli ely that user exp osure will re- sult in disco ery of an error in its implem en tatio n. If an ything, it is little surprising that some of the rep orted ws deal with obscure or pathologi- cal uses of pro cessor features|it seems clear that some of these rep orts deriv from explicit testing rather than acciden tal disco ery erall, it do es not seem safe to generali from these prop erties. ithout visibilit in to the propri- etary dev elopmen pro cedures of pro cessor and sys- tem man ufa cturers, cannot reac an conclusion ab out, for example, wh there are so few distinct re- orted ws in the en tium Although one en tium (in oating oin divide) has een extensiv ely re- orted, few other rep orts ha surfaced. It is di cult to no whether this is due to the customary rep ort- ing lag, an actual absence of ws, or simply lac of ai labl rep orts. It is simil arly di cult to determine whether the little-used pro cessor features are more or less li ely to harb or ws (on the one hand, they are less exercised, so errors ma not ha een disco ered; on the other hand, they are less li ely to ha com- plex and optimi ed implem en tatio n, so errors ma not ha een in tro duced). rt ha iden ti ed rep orts of ws ecting ar- ious ersions of 80x86 pro cessors from the descriptions in Agar umm url88 Mpr In man cases, the rep orts do not iden tify sp eci pro cessor ersions, but refer to \early" or \some" er- sions; where there are ultipl rep orts of the same w, it is coun ted in the category with the most sp e- ci ersion information. It seems generally safe to as- sume that rep orted in one ersion is also presen in the earlier ersions; ho ev er, there are few re- orts of new ws in tro duced new ersions. It is also not clear the exten to whic non-In tel pro cessors exhibit an of these faults. Some AMD pro cessors, whic share micro co de with the In tel ersions, ould resp onse to the en tiu problem publicized in late 1994, tel has announce olicy of making \errata sheets" ai lab le on more public basis than in the past. presumably share an micro co de-based ws. th- ers, suc as Cyrix pro cessors could in tro duce ws not found in In tel or AMD ersions Meth classi ed soft are rep orts as follo ws: curity This is that could ossibly exploited directly an unprivileged program to violate some hardw are-enforced access con trol or restric- tion. These do not, ho ev er, include an misb e- ha vior resulting from inappropriate setup of TCB data structures, since that is presumably under the TCB’s con trol. enial of ervic This is that could apparen tly used an unprivileged program to \hang" the CP so that it can no longer op erate. Again, these do not include problems due to incorrect initiali atio of TCB data structures ther These are all the other ws, suc as those causing incorrect computational results, those where an incorrect exception is rep orted, or where incorrect alues in TCB data structure cause some anomalous eha vior. Although these ws could oten tially ect correct op eration of TCB soft are, they are not considered securit y- relev an ecause the ect is so indirect. In addition to the instruction rep orts, there are sev eral rep orted ws concerning incorrect bus or cac he op eration. Because these can exercised only from outside the pro cessor (e.g., devices) and not instruction se uences they ere not considered in this analysis. able haracteri es the rep orts of distinct ws that ha encoun tered. these ws, are securit y-relev an t. rom the rep orts on whic this table is based, it app ears that it ould generally safe 11 to construct trusted system with an In tel 386 pro cessor later than step and an en tium It ust emphasi ed, ho ev er, that this is based only on public rep orts of ws: no attempt has et een mad to erify these rep orts or to determine whether they ha een xed in later pro cessor ersions. In addition, as discussed ab e, it is not clear whether the lac of rep orted securit ws in the en tium cor- resp onds to lac of actual ws or simply lac of a i labl rep orts. This section describ es oten tial securit ws that ha een rep orted for arious ersions of the In tel 386 and In tel 486 pro cessors The descriptions in this and section 4.3 are necessarily terse and dep enden on 11 The securit for the tel step in o lv e incorrec in te rp ret ati on of the ermissio bitmap. system that do es not use that feature ould not ected this w; ev en systems that do use it ould generall not adv e rsely ect ed. ev e r, to safe, one should use pro cessor later than the step if the bitmap is used. detailed no wledge of the 80x86 instruction set. reference to more detailed description is asso ciated with ws la as indep enden tly con rmed our group. considered securit y-relev an if it app eared to ha an ect on securit y-critical data within the pro cessor. or example, an ything that results in an incorrect linear address eing generated ould securit y-relev an t. Simil arly an mis-handling of de- scriptors, incorrect hec s, or situations where pro- tection mec hanism do not function prop erly ould considered securit y-relev an t. did not attempt to construct detailed exploitation scenarios for these ws ecause those ould necess arily dep enden on an op erating system’s arc hitecture. Although in some cases it is di cult to see ho securit y-relev an migh exploited, it is ev en more di cult to sho that exploitation ould not ossible, and hose to err on the conserv ativ side in our assess- men ts. The existence of an no wn ws, and the ossibilit that others migh presen but un no wn, argues strongly for oidi ng the ected pro cessor er- sions in an trusted system. The instruction is used to load the Stac Se- lector with data from mem ory should erify that the of the selector uals the DP of the curren co de segmen t. The step of the In tel 386 fails to erform this hec url 88 hen opping segmen selector from the stac should erify that the segmen is accessible. The step of the In tel 386, ho ev er, erforms this hec incorrectly allo wing for otherwise inaccessible segmen ts. url88 3. In terrupts that ccur in irtual 8086 mo de are handled in Protected mo de. on returning from the in terrupt, the B0 step of the In tel 386 fails to truncate the stac set address to 6- bits. url88 4. hen transferring con trol from 6-bit co de seg- men to -bit co de segmen via tas gate or gate call, but without hange, the B0 step of the In tel 386 truncates the EIP to 6- bits. url88 The ranslation aside Bu er (T B) is some- times used for addresses 000h and up, and also copro cessor addresses; neither of these should ev er translated. url88 6. Prefetc hing ma fetc otherwise inaccessible in- structions in irtual 8086 mo de (unsp eci ed er- sion). umm The bits of the ermission Bitmap (I PB) corresp ond to individual yte addresses in the address space. The D0 step of the In tel 386 ermits access to certain addresses prohibited the bitmap: if 4-b yte access is erformed, only of the relev an ytes are hec ed. Mpr In tel 386 step In tel 386 B0 step In tel 386 step In tel 386 D0 step In tel 386 \some ersions" In tel 386 \all ersions" In tel 486 \early ersions" In tel 486 \some ersions" In tel 486 A-B4 steps In tel 486 A-C0 steps In tel 486 \all ersions" Cyrix 486 In tel en tium able 8. and are privileged instruc- tions in tro duced in the In tel 486 to in al idate en tries, in ali date cac he, and ush and in- ali date cac he, resp ectiv ely Although they are designated privileged instructions, they op erate success fully when executed from non-privileged state (P -P 3). This section describ es ws that ha een rep orted to cause arious ersions of the In tel 386 pro cessor to hang (th us, oten tially den ying service to other users). The ect of all these ws is iden tical: us- ing these non-privileged instructions, program can ectiv ely halt the pro cessor|and the system. for ull ero) selector (A step) url88 naligned 6-bit selector op erand loaded with (A step) url8 3. or with last ytes ey ond segmen lim it (A step) url 88 4. or with last ytes across page oundary (A step) url88 with memo ry op erand that should generate page or GP fault (A step) url88 6. Some unde ned op co des (A step) url88 for inaccessible selector, dep ending on con ten ts of instruction pre-fetc ueue (B step) url88 8. instruction split across page oundaries with second yte not accessible (B step) url88 op erand that wraps around the end of seg- men but straddles an inaccessible page (unsp ec- ed ersion) url88 or There ha een relativ ely few published studies of securit assurance pro vided hardw are comp onen ts. Most address arc hitectural, not implem en tati on, as- ects. ar ar In Glig8 there is description of the secu- rit analysis of the relativ ely simple securit y-enhanced oneyw ell ev el-6 minicom puter used in the ev aluated SC MP system. The analysis as er- formed relativ to sp eci cation of securit prop er- ties, treating eac instruction as securit y-preserving transition. The Multics ev aluati on Mult8 included an informa analysis of securit mec hanism implem en ta- tions in all hardw are comp onen ts. This as erformed in 84 one of the authors (Sib ert), based on in ter- activ guidance from hardw are design engineers. or the CP this analysis as based on al - throughs of the securit y-critical parts of the CP logic design at the gate lev el (the Multics CP is not micro co ded). or the micro co ded con trollers, the critical parts of micro co de ere examined. There are sev eral studies (e.g., Baue84 ab out ar- hitectural suitabilit of sp eci pro cessors for build- ing secure systems, and man more ab out hardw are securit features in general. These generally deal with high-lev el issues (e.g., are there enough domai ns, is pro cess switc hing to exp ensiv ), rather than with the sort of lo w-l ev el details that yield the arc hitectural pitfalls discussed in this pap er. In McAu there is discussion of main taini ng hardw are assurance when mo dify ing trusted pro duct, but it to addresses only high-lev el arc hitecture asp ects. ar ar trat st An imp ortan or is arg whic describ es an extensiv test ort directed at nding hardw are ws in the GE-64 Multics CP This culminated in program (the \sub erter") whic ac hiev ed its goal demonstrating com bi natio of instructions and indi- rect addressing that ypassed access hec ing on one of the segmen ts in ol ed. The sub erter as also run for long erio ds in the hop of encoun tering random failures to erform access hec s, but none ere de- tected. simil ar program as dev elop ed in the early 80’s to exercise the Digital 80 arc hitec- ture arg ar ar cat There ha een some attempts to use formal meth- ds to erify the correct implem en tatio of pro ces- sor, suc as Cro c88 Cull8 un t8 yc88 evy ind These orts ere directed at erall cor- rectness, sup erset of securit correctne ss ev er, these orts dealt with pro cessors that are far sim- pler than mo dern general-purp ose micropro cessors, and generally emplo simpli ed sp eci cations of these pro cessors. It is not clear that suc tec hni ues are scalable to mo dern micropro cessors. urthermore, the amo un of time exp ended in these orts has appar- en tly discouraged hip man ufacturers from in esting in them: except for some small researc pro jects, the authors are are of no curren attempts to in tegrate form al eri cation in to comm ercial micropro cessor dev elopm en cycle. utur ir ction Th us far, this pro ject has iden ti ed arc hitectural pitfall and categori ed rep orts in one micro- pro cessor arc hitecture. ur ndings oin out the utilit y| indeed the necess it y|for the closer examina- tion of micropro cessors in high-assurance secure sys- tem dev elopmen t. Next, in tend to erform thorough enetration- st yle test of the 80x86 pro cessors. Suc testing is lim ited to sho wing the pr esenc of ws, not their ab- sence, but eliev that ev en if testing disco ers no ws, it will pro vide additional empirical supp ort for trusting the pro cessors|and if securit ws are dis- co er, it will extremely imp ortan for secure system dev elop ers to oid them. In addition, will dev elop tests to exercise already-rep orted ws, at least those for whic ha enough detail to construct plausible exploita- tion scenario. This ort ma hamp ered the una ail abi lit of ed pro cessor ersions on whic to run the tests, but the goal is to ha tests that can sho easily whether particular pro cessor exhibits an of the no wn securit ws, rather than relying on am b iguo us asso ciations of rep orts with pro cessor ersions. will build general purp ose framew or for test dev elopmen to aid future enetration test ef- forts. The framew or will supp ort easy creation of protected mo de en vironmen ts, allo wing customi ation of the framew or ’ en vironm en to corresp ond to the en vironm en ts used di eren secure systems, whic di er in their use of arious pro cessor mec hanism (e.g., use of segmen ts and paging). The framew or will also supp ort automated test case generation. Curren tly our enetration ort is lim ited ail abilit of informatio ab out the pro cessors. In tra- ditional enetration testing orts, ev aluators ha complete access to in ternal design and implem en ta- tion information ab out the system. ere, are using only public informati on. more thorough and cost- ectiv test could done if design informatio ere ai labl e. Despite these limi tations, are optimistic; can only hop to as successful as the analysis rep orted in arg whic as conducted under sim- ilar conditions. The planned tests are static: they will set up ex- ecution conditions in stand-alone en vironm en and observ the results. It ould aluable extension to run these tests under more stressful conditions, suc as migh arise in ulti pro cessor system: the in ter- action of externally-caused cac he ushes, bus in terac- tions, etc., migh rev eal additional problems. astly it is not clear whether the problems iden- ti ed here demonstrate greater ea nesses within the 80x86 famil (p erhaps due to its complex arc hitec- ture) than for other pro cessors or that they merely re ect the opularit and exp osure of the 80x86 rel- ativ to its comp etitors. During our literature sur- ey for micropro cessor implem en tation, found the prep onderance of rep orts concerned 80x86 pro- cessors, while other pro cessor fami li es (e.g., SP C, MIPS, Motorola 68000) had few or no rep orted ws. the other hand, the absence of umerous re- orts do es not necessarily translate in to secure com- onen t. recen examinatio of the Motorola 88 pro cessor, for example, rev ealed that its oating oin status register pro vides ag analogous to the 80x86 TS ag (see section 3. that is visible to user mo de pro cesses. articularly if our tests pro successful in iden tifying additional securit y-relev an problems with 80x86 pro cessors, ma extend our analysis to other pro cessor fami li es. no Con ersations with Daniel app er led to the iden- ti cation of the loating oin nit timing hannel discussed in section 3. nc Agar esh Agarw al, 80x86 Arc hitecture and Programmi ng, Pren tice all, Baue84 Bauer, eiertag, B. ahn, and ilson, Securit Concepts for Micropro cessor-B ased ey Generator Con trollers, Syte Corp oration -8400 (con tract MD 04- -C-044 ), April 84. Cro c88 S. D. Cro er, E. Cohen, S. andauer, r- man, ev eri cation of Micropro cessor, Pro ceed- ings of the IEEE Computer So ciet Symp osium on esearc in Securit and Priv acy land, CA, pages 66- 6, 88 Cull8 Cully er, Implementing igh Inte grity ys- tems he ip er icr opr essor, IEEE AES Mag- ine, Ma Gli g8 irgil D. Gligor, nalysis of the ar dwar eri�c ation of the oneywel Pro ceed- ings of the IEEE Computer So ciet Symp osium on esearc in Securit and Priv acy land, CA, pages -43, Gutt osh ua D. Guttman, ai-Ping o, erify- ing ar dwar curity chite ctur e, Pro ceed- ings of the IEEE Computer So ciet Symp osium on esearc in Securit and Priv acy land, CA, pages 333-344, 0. ei-Mi ng u, ducing iming hannels with ime, Pro ceedings of the IEEE Computer So ciet Symp osium on esearc in Securit and Priv acy land, CA, pages 8- 0, um PC Maga ine Programmer’s ec hni cal eference: The Pro cessor and Copro cessor, ob ert umm el, -Da vi Press, Emeryville, CA, un t8 A. un t, The Mec hanical eri cation of Micropro cessor Design, In D. Borrione, edi- tor, rom Descriptions to Guaran teed Cor- rect Circuit Diagrams, North- olland, In Micropro cessors olum I: en tium Pro ces- sors, rder Num er In tel Corp oration, San ta Clara, CA, 4. In t3 86 In tel386 Micropro cessor am il Program- mer’s eference Man ual, rder Num er 30 In tel Corp oration, San ta Clara, CA, In t4 86 In tel486 Micropro cessor am il Program- mer’s eference Man ual, rder Num er 40486- 00 In tel Corp oration, San ta Clara, CA, In tP en tium Pro cessor ser’s Man ual, olum 3: Arc hitecture and Programmi ng Man ual, r- der Num er 430-00 In tel Corp oration, San ta Clara, CA, 4. y c88 ery yce, orm al eri cation and Im- plemen ta tion of Micropro cessor, In G. Birt wistle and A. Subrahaman a m editors, SI Sp eci- cation, eri cation, and Syn thesis, lu er Aca- demic Press, 88 arg aul A. arger and oger Sc hell, ul- tics curity valuation ulner abil ity nalysis, Air orce Electronic Systems Division ESD-T 4- 3, olum I, une 4. arg aul A. arger, ersonal comm unicatio n, ctob er 4. and Carl E. andw ehr, Alan Bull, ohn McDermott, illiam S. Choi, axonomy of omputer gr am curity laws, with xamples, Computing Surv eys, olum 6, Num er 3, pages 4, Septem er 4. evy Beth evy Iv an ilipp en o, eo Marcus, elas Menas, sing the tate elta eri�c ati on ystem for ar dwar eri�c ati on, in The- orem Pro ers in Circuit Design, North- olland, pages 33 -360, Math erje Mathisen, entium cr ets, Byte Maga ine, olum Num er pages uly 4. McAu No elle McAuli e, xtending ur ar dwar ase Wor xample, Pro ceedings of the Na- tional Computer Securit Conference, Baltimore, MD, pages 84- 3, Meth Da vid Meth vin, omp atible ot indo ws Maga ine, pages 0, une 4. Mpr nderstanding x86 Micropro cessors, (A col- lection of articles from Micropro cessor ep ort), -Da vis Press, Emeryville, CA, Mult8 inal Ev aluatio ep ort: oneyw ell Mul- tics elease .0, National Computer Securit Cen ter, NCSC ep ort CSC-EP -8 003, ibrary No. 83, une 86. Ncsc8 National Computer Securit Cen ter, ruste omputer ystem valuation riteria, DoD, DoD 00. 8-STD, Decem er Seb E. ohn Seb es, Nancy elem, erry C. Ben el, Mary Bernste in, Ev Cohen, ones, on ing, Mic hael Barnett, Da vid M. Gallon, o- man acjew, he chite ctur of riad is- tribute d, al- ime, ruste ystem, Pro ceedings of the National Computer Securit Conference, Baltimore, MD, pages 84- 3, 4. url8 ames urley Adv anced 80386 Program- ming ec hni ues, sb ourne McGra w- ill Ber e- ley CA, 88. anG ran an Gillu e, The ndo cumen ted PC, Addison- esley Publishing Compan ead- ing, MA, 4. ind Phillip indley ierarc hical Metho d- ology for erifying Microprogrammed Micropro- cessors, Pro ceedings of the IEEE Computer So- ciet Symp osium on esearc in Securit and Pri- acy land, CA, pages 34 -3 ra ohn C. ra nalysis of overt im- ing hannels, Pro ceedings of the IEEE Computer So ciet Symp osium on esearc in Securit and Priv acy land, CA, pages